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Does your organization have a cyber resilience strategy that
you believe is adequate for today’s threats and challenges?

YES

47%
NO

53%

Source: Cohesity Global Cyber Resilience Report, November 2025.
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Why cyber resilience remains challenging

You don’t know 
what went wrong

Attacks are often far 
more destructive 

than anticipated
Your actual RTO 

is 12x worse than 

anticipated
Without a thorough and proper 

response, rapid reinfection can occur.

Key systems & data 

are often inaccessible

Cyber recovery isn’t 

disaster recovery

Destructive 
cyber attack
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The Cohesity 5 steps 
of cyber resilience

Ensure data 

is always 

recoverable​

2

Protect all 

data

1

Detect and 

investigate 

threats

3

Practice 

application 

resilience

4

Optimize 

data

risk posture 

5

Protect Strengthen Respond Practice Optimize
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Many opportunities 
to strengthen capabilities

Protect 

all

data

1

53%
do not backup ALL 

workloads and data

Ensure data

is always 

recoverable​

2

Detect and

investigate 

threats

3

Practice 

application 

resilience

4

Optimize 

data risk 

posture 

5

52%
do not have an 

offsite copy

63%
do not have immutable 

backups for all data

46%
without MFA

33%
do not perform 

threat hunting

39%
do not subscribe to 

threat intelligence 

feeds

38%
were reinfected 

after recovery

42%
do not do annual 

rehearsals

46%
do not ID & 

prioritize sensitive 

data and systems 

for backups

Source: Cohesity Global Cyber Resilience Report, November 2025.
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Data Insights

Data Security

Data Protection

Data Platform

Cohesity Data Cloud
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Cohesity data security 
products and services

Protect 

all data

Detect and 

investigate 

threats

Practice 

application 

resilience

Optimize data 

risk posture 

Threat protection

Cyber recovery 

orchestration

Data & AI security 

posture management

Cyber vaulting
Data protection &

identity resilience

1

2

3

4

5

Ensure data 

is always 

recoverable​

PROTECT STRENGTHEN RESPOND PRACTICE OPTIMIZE



Critical Success Factors
Storage Efficiency | Scale-out Performance | Global Search | Flexible 

Deployment Models | Consistent Licensing
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PROTECT ALL DATA with global governance
Identify unprotected data – your biggest security risk

Cohesity Data Cloud

Physical servers

VMs

Containers

Databases

NAS

Object Storage

Identity

SaaS

Agents

1000+ 

data sources

1

Unified UI + APIs | Common SLAs | Compliance | Reporting | 

Policies | AI-Powered Operations

KEY OUTCOMES

Enhanced security

Risk reduction

Improved compliance 

& governance       

Lower costs & improved ROI       

Increased IT efficiency
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Active Directory: A Critical, and Challenging Workload To Protect
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1 Click Recovery

2Start Forest Recovery

3 List Backup Sets

4Select Backup Set

5 Select location

6Review

7 Start Recovery

Up to 90% Faster - Minutes to recover instead of days of manual coordination. 

Reduced Reinfection Risk - Controlled validation and reconnection protect against persistent threats.

Automated Orchestration - Consistent execution eliminates human error and configuration mistakes.

Predictable Outcomes - Repeatable workflows deliver reliable recovery every time.

Highlights

• Minutes instead of days to full recovery

• Predictable recovery outcomes

• Guided automation with validation checks

• Consistent, repeatable execution

Semperis ADFR: 7-Click Active Directory Forest Recovery
Transform catastrophic AD failures from weeks to minutes
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1000+ data sources
On-Prem | Cloud | Agents | SaaS | Edge
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ENSURE DATA is always recoverable
Harden your platform + add a cyber vault

Cyber Vault

Physical & 

logical isolation

Cohesity Data Cloud

Immutability | MFA | Separation of Duties | 
3-2-1-1 | Threat Containment | DataLock | REDLab

Faster & more 

secure recovery

Stronger protection 

against attacks 

Audit readiness

Zero trust alignment

KEY OUTCOMES

Critical Success Factors
Backup Restoration Performance | Cyber Vault On-Prem 

or Cloud | Cyber Vault Key Management & Immutability
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Cohesity FortKnox – deployment models

12

• Preferred choice for Cloud-first customers

• No Infrastructure to manage

• Cohesity guarantee for complete data isolation, immutability and air-

gapping

• Available for both On-Prem and Cloud-based workloads

• Unlimited Scale

• Vault availability - Cloud region level

Fortknox SaaS

• Preferred choice for Dark Site, Fed, Financial customers

• Needs customer hosted infrastructure

• Shared responsibility model - Customer required to follow security best 

practices

• Available for On-Prem workloads

• Multiple Cohesity clusters may be needed

• Vault availability – Data center level

Fortknox Self-Managed

Helios Self-Manage
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DETECT AND INVESTIGATE threats
Regularly conduct threat scanning &  threat hunting

Cohesity Data Cloud

Threat 
scanning

Threat 
hunting

Ecosystem 

integrations 
(SIEM/SOAR)

Google Threat Intelligence | YARA Rules | Anomaly Detection | 

Sophos Malware Scanning | Secure Sandbox Analysis | Hash Index

Early threat detection &  

mitigation

Backup integrity 

assurance

Faster incident recovery 

and reduced downtime

Shared context for IT & 

InfoSec teams

KEY OUTCOMES

Critical Success Factors
Unlimited Threat Scans | Scheduled & On-Demand Scans 

High Performance Scans | Open & Extensible Platform
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The Industry’s Most Secure 
& Open Ecosystem

VULNERABILITY 

MANAGEMENT

DATA SECURITY 
POSTURE MANAGEMENT

SIEM / SOAR / ITSM

THREAT INTELLIGENCE

Cohesity Data Cloud

InfoSec Systems

EDR / XDR

Alerts |  Metadata | Threat Detection | 

Threat Prevention | Threat Response

DATA LOSS PREVENTION

HYPERSCALE PLATFORMS

IAM ITDR
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4

Cohesity Data Cloud
Secure File Storage | Cyber Recovery Orchestration | AD Recovery | 

Clean Room | Forensic Threat Hunting | IR Ecosystem

Faster & 

safer recovery

Improved RTO

Lower risk 

of re-infection

Reduced disruption 

& financial risk

PRACTICE APPLICATION RESILIENCE
Automate cyber recovery: initiate, investigate, mitigate

KEY OUTCOMES

Digital 
Jump Bag  

Orchestration Clean Room
Rapid Recovery 

at Scale

Critical Success Factors
MVRC | Incident Analysis Timeline | Instant Mass Restore | 

CERT (Cyber Event Response Team)
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Digital Jump Bag Cheat Sheet

Contact Lists

Playbooks & Workflows

Configurations & License Keys

Regulator & Data Subject Notification 

Templates

Network Diagrams

Active Directory Schema

Copy of Insurance Policy

Golden Master Images, install media, & 

Firmware

Scripts & Automations
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Data classification

5

Cohesity Data Cloud

Identify unprotected 

critical data

Large Pattern Dictionary | Context Recognition | Name Entity 
Recognition | Ensemble Learning Models | DSPM Integration

DSPM

Data discovery & classification

Assess 

incident impact

Enhanced 

data visibility 

& classification

Proactive risk 

identification & 

mitigation

OPTIMIZE DATA RISK POSTURE
Reduce your risk from data theft

KEY OUTCOMES

Critical Success Factors
230+ Data Classifiers | Choose the Right DSPM Solution
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BEST PRACTICES

OPTIMIZE DATA RISK POSTURE

Discover and classify data

Align protection with data sensitivity

Configure access/permissions

Manage AI security posture
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josef.honc@cohesity.com

THANK YOU
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